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ABSTRACT:  

The fast evolution of artificial intelligence has transformed the development of the digital content, allowing to 

create very realistic synthetic images and videos. Although these technologies have many legal uses, they have 

also given rise to the development of false visual content or deepfakes, which is highly dangerous to the 

integrity of information, social trust, computer security, and even investigations. Detecting these manipulated 

images has now become a crucial task and in some cases even standard algorithms based on handcrafted 

features has been found to be ineffective against advanced generative algorithms such as Generative 

Adversarial Networks (GANs) and diffusion-based algorithms. Transfer learning Deep learning-based 

methods, and in particular those that employ techniques of transfer learning, have become valuable solutions 

because they can extract discriminative features on small datasets at a lower cost. The given paper provides 

the in-depth discussion of the existing methods of fake image detection based on deep learning and transfer 

learning. It discusses popular ready-made convolutional neural network architectures, test datasets, metrics, 

and the current trends in research. Comparative studies point out the advantages and disadvantages of the 

current tools, and the paper also reveals key problems and sketches the way forward in creating robust, scalable 

and generalizable fake image detector systems that could help counter the emerging challenges in cyberspace. 

 

1. Introduction 

During the past several years, the creation of artificially 

created imagery has increased exponentially, mainly due 

to improvements in deep learning and generative models. 

Such methods as Generative Adversarial Networks 

(GANs), Variational Autoencoders (VAEs), and diffusion 

models allowed computers to create photos that are 

frequently hard to distinguish between real photographs 

and those generated by the computer. Although there are 

many valid uses of these technologies in data 

augmentation, entertainment, and the creation of works 

of art, they can also be used to produce photorealistic 

fake images and deepfakes that harm information 

integrity, privacy, and digital trust. The abuse of such 

artificial images ranges between dishonesty and unfair 

election to identity theft, fraud, and damaged reputation, 

and there is urgency of finding a working detection tool 

[1].  

 

Fig. 1 Deepfake and Real images[2] 

Deepfakes and counterfeit images are created through 

deep learning models that are able to extract intricate 

patterns in data and recreate visual features with great 

fidelity. One of the most potent frameworks in this field 

has been GANs, a generator and a discriminator where 

the former is a model that generates images, and the latter 

that tries to differentiate between generated and real 

images. StyleGAN and ProGAN are the top contenders 

that have been able to generate high resolution images 

that are almost lifelike, and as a result, it has become 

more challenging to distinguish authentic and synthetic 

content using conventional forensic tools. Traditional 

image forensic techniques as well as machine learning 

algorithms generally utilize handdesigned features or 
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statistic incoherence in identifying image manipulation. 

Nevertheless, they perform poorly in the face of more 

advanced deep learning manipulations which leave only 

artifacts which can be detected. Consequently, the 

scientific community has shifted into deep learning-

based detection systems which are able to learn 

discriminative features directly, yielding much better 

performance compared to traditional algorithms. In the 

current scenario, deep learning and transfer learning 

integration are the foundations of the majority of the 

more advanced fake image detecting system [3].  

Transfer learning can be defined as the method of using 

a pretrained model that was initially trained on a large 

dataset (ImageNet) and updating it to a new and similar 

task. As it relates to the fake image detection, transfer 

learning allows an effective way of extracting features of 

images through the assistance of the pretrained 

convolutional neural networks (CNNs) backbone 

architectures. These trained models already possess rich 

hierarchical features (edges, textures, and object 

semantics) that can be fine-tuned to give the ability to 

differentiate fine differences between actual and fake 

images. Transfer learning can be especially beneficial in 

the situation where there is a small amount of labeled 

data, which is frequently the case in forensic datasets 

where it is difficult to gather as many annotated fake 

images as possible [4].  

The recent methods take into consideration popular 

pretrained frameworks, including ResNet, Inception, 

Xception, DenseNet, and EfficientNet, among others. 

Recent literature has demonstrated that, transfer learning 

is much more accurate in its detection and generalization 

than training networks. As an example, it has been shown 

that EfficientNet models, finetuned using transfer 

learning, can perform classification at levels much higher 

than the state-of-the-art baselines on deepfake 

benchmark datasets. Likewise, comparative analysis of 

big datasets of people can show that transfer-learning 

models such as the DenseNet and Xception ones can 

achieve high precision and recall in the learning of fake 

versus real images.  Although there is a significant 

improvement, the image detection of fake images is an 

ongoing issue. Detection systems need to be updated to 

handle images produced by hidden models and 

generative methods as the generative models improve in 

terms of their sophistication. Recent studies have 

suggested that conventional supervised classification 

models do not necessarily generalize to new generative 

algorithms, driving new detection strategies, which 

either insert generalized feature representations or 

applications of hybrid strategies. These methods tend to 

integrate transfer learning and domain adaptation, 

ensemble learning or multi-task learning to become 

robust to a large range of fake image sources [5]. 

               

Fig. 2 Basic Structure of GANs Model[6] 

The social effect of artificial images is not only limited 

to technology but also on ethics, legal matters and the 

state. In most jurisdictions, the ill intentional 

transmission of media which is manipulated can bear 

legal consequences especially when they encroach on the 

privacy rights and where they amount to defamation. As 

a result, effective detection systems are also needed by 

the automated systems as well as human moderators, 

journalists, and legal experts who will need to face the 

problem of manipulated media in the real world. In short, 

the analysis of fake image detection using deep learning 

and transfer learning is one of the most critical frontiers 

in the security of digital media. Using pre-trained neural 

networks and training them to use forensic datasets, the 

researchers have obtained significant advances in the 

accuracy of detection and generalization. Nevertheless, 

with the development of generative models and the 

increasing diversity of datasets, the current study of more 

robust and versatile detection models is critical. This is a 

review on important architecture, benchmark datasets, 

performance comparison, challenges and future research 

directions in this fast advancing area [7]. 

2. LITERATURE REVIEW 

Ashani 2025 et.al To meet the digital world, the online 

image and video sharing has been expanding 

exponentially, and the technology of deepfakes has been 

developed, which is a product of the generative 

adversarial network (GAN) and the deep learning 

algorithm. This kind of technology allows producing 

extremely realistic manipulated videos and images that 

are extensively shared on social media, which are 

challenging to digital trust and information integrity. 

Understanding the duality of AI in creating and detecting 

deepfakes, Ashani et al. investigated how the 

convolutional neural networks (CNNs) can be used to 

detect a deep fake image. The experiment compared 

three CNNs VGG16, VGG19 and ResNet with a 1200 

image set created with FaceApp. Findings indicated that 

VGG19 had the most accurate score of 98% which 

indicates greater capability of detecting manipulated 

images. This study demonstrates the usefulness of CNN-

based AI tools in creating effective detection systems that 
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can reduce transmission of deepfake messages in the 

media [8]. 

Demir 2025 et.al Deepfake technology is based on 

artificial intelligence which creates extremely realistic 

images and videos that are closely similar to the original 

content, and has been brought to critical concern in terms 

of misinformation, identity theft, and reputational harm. 

Demir et al. examined the effectiveness of the transfer 

learning models used in the detection of deepfake, and it 

is essential that it is easy to identify the information with 

high reliability, and at the same time, it must happen 

quickly to ensure the safety of the information. The paper 

involved the use of popular transfer learning models, 

namely InceptionV3, EfficientNet, NASNet, ResNet, 

DenseNet, Xception and ConvNeXt on a large-scale 

publicly available dataset of 190,000 images consisting 

of both real and synthetic images. DenseNet showed the 

best test accuracy of 93 and was more accurate than other 

models. These results highlight the promise of the use of 

transfer learning in correctly identifying deepfakes, 

particularly in large and heterogeneous datasets, and 

offer a viable structure to the actual implementation of 

automated identification systems in practice to allow 

better checking of digital content and reducing the threats 

of deepfakes [9]. 

Tiwari 2025 et.al The fast evolution of generative 

adversarial networks (GANs) and other image generation 

algorithms has contributed immensely to the realism of 

the deepfaked content, which poses privacy, security, and 

digital trust challenges. The review of state-of-the-art 

detection schemes by Tiwari et al. included both 

handcrafted forensic schemes and deep learning-based 

models, with limitations being noted in terms of bias in 

the datasets, narrow cross-domain generalization, and 

ability to resist adversarial attacks. The authors came up 

with a hybrid CNN-based model to solve these problems, 

which involves block-based ResNet-50 to extract robust 

features and VGG-16 to classify. Assessment was done 

using publicly available datasets such as Celeb-DF and 

DeepFake Detection Challenge, (DFDC) which focus on 

practical deployment issues. The paper ended with 

important gaps in the research and directions on future 

research, such as multimodal detection systems, 

continuous learning, and explainable AI methods to 

enhance the interpretability and scalability of the 

deepfake detection systems into more reliable and 

flexible solutions [10]. 

Yadav 2025 et.al The emergence of the deepfake 

technology has proposed hyperrealistic edited 

photographs and videos, which pose significant threats to 

misinformation, identity theft, and the distrust of digital 

media. In their work, Yadav et al. suggested a hybrid 

deepfake detection model that combines both spatial and 

frequency domain features in order to enhance the rate of 

classification. The technique involves the multiscale 

convolutional neural networks (CNNs), frequency 

analysis, attention-based transformer networks, and 

ensemble learning to identify subtle manipulations in 

manipulated images. It was tested on 140,000 large-scale 

dataset with the result of 93% training and 88% testing 

accuracy. Further improvements in robustness and 

generalizability of adversarial training and sophisticated 

feature extractors were made to a variety of manipulation 

strategies. The article shows that hybrid and multidomain 

methods are essential to identify deepfakes, which may 

be important in practice, when the reliability and 

verifiability of media is essential [11]. 

Sharma 2024 et.al Deepfake images, particularly in the 

social media, create a big problem in differentiating 

between the manipulated images and authentic images. 

To solve this problem Sharma et al. suggested using 

GAN-CNN model with a generative replay mechanism 

to alleviate catastrophic forgetting problem of CNN 

which generally decreases performance in the context of 

transfer or constant learning. The method produces and 

repeats the samples of the previous task in new task 

training that contributes to the strength of the models in 

detecting deepfakes. The model had a better DCGAN 

trained to be more stable and had 98.67 accuracy on 

training and 70.08 accuracy on test datasets with equal 

precision, recall, and F1-scores. This paper will show 

that generative replay is effective in retaining previously 

acquired knowledge and updating it to new tasks, and is 

a reliable solution to deepfake detection in dynamically 

changing and manipulated real-world contexts that have 

new techniques of manipulating content [12]. 

TABLE 1 LITERATURE SUMMARY 

Auth

or & 

Year 

Methodolog

y 

Findings Researc

h Gap 

Limitatio

ns 

Mage

sh et 

al., 
2025 

[13] 

CSWin 

Transformer 

with cross-
shaped 

window 

attention; 
compared 

with CNNs 

(MTCNN, 
InceptionV3, 

Xception) on 

Deep Fake 
Face 

Detection 

dataset 

Achieved 

98.7% 

accuracy and 
98.72% F1-

score; 

transformer 
captured 

subtle global 

and local 
features 

better than 

CNNs 

Limited 

explorati

on of 
hybrid 

models 

combinin
g CNNs 

and 

Transfor
mers for 

improved 

efficienc

y 

Focused 

only on 

single 
dataset; 

computati

onal 
efficiency 

in large-

scale 
deployme

nt not 

fully 

analyzed 
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Ponto

rno et 

al., 
2025 

[14] 

DeepFeature

X-SN 

(Siamese 
network + 

CNN 

classifier) 
using 

contrastive 

learning to 
identify real, 

GAN, and 

DM images 

97.29% 

detection 

accuracy; 
67.40% 

average 

generalizatio
n to unseen 

architectures; 

robust to 
manipulation

s 

Needs 

more 

real-
world 

deploym

ent 
studies; 

adaptatio

n to 
emerging 

GAN/D

M 

models 

High 

computati

onal cost; 
complexit

y in 

training 
tripartite 

architectu

re 

Alfrai

hi et 
al., 

2025 

[15] 

ECMVFD-

FTLTDO: 
Fusion-based 

transfer 

learning with 
ResNet50, 

MobileNetV

3, 
EfficientNet

B7  

Achieved 

95.26% 
(GRIP) and 

92.67% 

(VTD) 
accuracy; 

improved 

copy-move 
forgery 

detection in 

videos 

Limited 

generaliz
ation to 

diverse 

video 
sources 

and other 

forgery 

types 

Requires 

frame 
extraction 

and 

preproces
sing; high 

dependen

ce on 
hyperpara

meter 

tuning 

Tanfo
ni et 

al., 

2024 

[16] 

Transfer 
learning 

using 

modified 
DeepLabV3

+ with 

ResNet50 or 
MobileNetV

3 for face 
segmentation 

and synthetic 

image 

detection 

Targeted 
segmentation 

improved 

detection of 
StyleGAN2 

faces; higher 

classification 
rates than 

global 

analysis 

Only 
tested on 

StyleGA

N2 
images; 

limited 

evaluatio
n on 

diverse 

datasets 

Binary 
classificat

ion only; 

may not 
generalize 

to non-

facial 

images 

Mad 

Sahar 

et al., 
2024 

[17] 

InceptionRes

NetV2 for 

video 
deepfake 

detection; 

compared 
with 

EfficientNet

B0 and 
ResNet50; 

Android app 

development 

Highest 

accuracy: 

97.72% 
(CelebDF), 

93.20% 

(DFDC); 
InceptionRes

NetV2 

outperforme
d other 

models 

Need for 

larger-

scale 
mobile 

deploym

ent 
evaluatio

n 

Dataset 

limited to 

DFDC 
and 

CelebDF; 

performan
ce may 

vary on 

unseen 

datasets 

Singh 

et al., 

2024 

[18] 

Fine-tuned 

VGG16 with 

facial 
embeddings 

for real-time 

video 
deepfake 

detection 

Effective 

detection 

with robust 
real-time 

video 

processing; 
preserved 

credibility of 

digital media 

Limited 

dataset 

diversity; 
may not 

generaliz

e to new 
deepfake 

techniqu

es 

Focused 

on facial 

videos 
only; 

CNN 

limitation
s in 

detecting 

non-local 

artifacts 

Hafez 

et al., 
2024 

[19] 

Ensemble 

CNN: 
ResNet50, 

DenseNet12

1, 
InceptionV3 

Achieved 

98.7% 
accuracy on 

140k images; 

ensemble 
improved 

Need for 

evaluatio
n on real-

world 

High 

computati
onal cost; 

requires 

large 
labeled 

combined 

via stacking 

+ Logistic 
Regression; 

applied Error 

Level 

Analysis 

robustness 

and feature 

extraction 

mixed 

datasets 

dataset for 

training 

Zhan

g et 
al., 

2024 

[20] 

X-Transfer: 

GAN 
detection 

using 

interleaved 
parallel 

gradient 

transmission; 
combined 

AUC and 

cross-

entropy loss 

Outperforme

d standard 
transfer 

learning; 

99.04% best 
metric; 

generalized 

to non-face 

datasets 

Limited 

explorati
on for 

video 

content; 
adaptatio

n to 

evolving 

GANs 

Complex 

architectu
re; 

performan

ce may 
drop on 

highly 

imbalance

d datasets 

 

3. Objectives 

FAKE IMAGE GENERATION TECHNIQUES: Due 

to the rapid development of deep learning, the generation 

of highly realistic fake images using the powerful 

generative models became possible. The models are 

trained to acquire the statistical distribution of natural 

images and produce the synthetic content that is highly 

similar to natural visual patterns. The three most notable 

types of fake image generating methods are the 

Generative Adversarial Networks (GANs), 

autoencoders-based models, and diffusion models [21]. 

 

Fig. 3 Fake Image Generation Techniques 

Generative Adversarial Networks (GANs) are the 

most commonly used frameworks in generating high-

quality fake images. A GAN is composed of two 

opposing neural networks the generator and a 

discriminator. The generator is one that produces 

synthetic images and the discriminator is one that tries to 

distinguish between the real and synthetic images. In 

continuous adversarial training, the generator is 

gradually enhanced with capability to generate 
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photorealistic images. The superior GAN models like 

StyleGAN, ProGAN and CycleGAN have shown a 

stunning performance in high-resolution human faces, 

object images, and translation across domains. These 

models have the ability to maintain a high level of detail 

including lighting, texture, and facial expression that 

makes the created images look real and harder to notice 

with each release [22]. 

Autoencoder-based models are a different type of 

generative systems that are applied mostly in face 

swapping and reconstruction. Autoencoders reduce input 

images in latent representations and reassemble them to 

the original images. These models are able to swap 

identities of different people by training individual 

encoders and decoders using separate individuals, 

without altering facial expressions and head movements. 

This method has found extensive application in the early 

deepfake applications and has continued to be popular 

because of its relatively simple architecture and 

popularity in face manipulation tasks [23]. 

Diffusion models are a more recent approach to image 

synthesis methods that have recently become very 

popular. The models produce images by updating 

randomly added noise in a series of learned steps until it 

is reduced to weak noise. The diffusion models can 

generate highly realistic images with a high level of 

texture quality, sharpness and variety than the 

conventional GAN-based systems. The fact that they 

produce high fidelity images has also made the issue of 

fake image detection even more problematic. Taking all 

of these generative models, they learn more complicated 

visual distributions and generate synthetic images that 

are close to real data, which makes automated detection 

a more and more challenging research problem [24]. 

4. Methods 

Transfer Learning in Fake Image Detection: The concept 

of transfer learning is an essential part of the 

contemporary fake image detector systems because deep 

learning models are able to use visual knowledge 

acquired in large-scale databases like ImageNet. 

Alternatively, instead of using raw data to train a model, 

pre-trained convolutional neural networks are trained on 

forensic databases to detect subtle information and 

anomalies in fake images. The method is much more 

efficient in detection, particularly where the data on 

labeled fake images is scarce [25]. 

A. Reduced Training Time 

Transfer learning greatly saves time in total training that 

it takes to obtain fake image detecting models. Pre-

trained networks do not need to be retrained since they 

already possess all the necessary low-level and mid-level 

visual features such as edges, color patterns and textures. 

The last layers only require fine-tuning to be used in 

classification tasks to achieve faster model convergence, 

reduce computational costs, and detect systems are 

deployed faster [26]. 

B. Improved Performance on Small Datasets 

In digital forensics, the volume of labelled fake images 

that can be gathered is a challenge because of privacy 

issues and the dynamism of generative methods. 

Transfers learning enables models to provide high 

accuracy with little data, through the use of generalized 

representations, which have been trained on large 

amounts of data. This set of pre-learned features assists 

in capturing the minor artifacts in the image and in any 

irregularity of the texture that is usually added in the 

synthetic image generation procedures [27]. 

C. Better Generalization Capability 

The initial training of pre-trained deep learning models 

is exposed to a large set of image distributions. This 

allows them to come up with strong and generalizable 

feature representations that can generalize well to novel 

and unknown fake image generation methods. 

Consequently, this means that transfer learning-based 

detection systems do not suffer performance instability 

when faced with new manipulation strategies or even 

new outputs of generative models [28]. 

D. Use of VGGNet and ResNet Architecture 

One of the first and most universal convolutional neural 

networks that are employed in fake image detection is 

VGGNet. It is successful in fine-grained texture patterns 

that are found in manipulated images because of its 

uniform structure and small convolutional filters. 

Nevertheless, VGGNet has many parameters that present 

a high memory usage and computational expense, which 

could restrict its application in real-time detection 

systems. ResNet adds residual connections, which can 

address the problem of vanishing gradients and allow 

training very deep networks. The architecture enables 

models to learn discriminative features that are important 

in detecting small inconsistencies in fake images. 

Transfer learning models based on ResNet have shown 

high efficiency in the detection of deepfake images in 
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various data sets and are still in use in forensic image 

classification [29]. 

E. Use of Inception and MobileNet Architecture 

Inception architectures use multi-scale convolutional 

filters in the same network layer to enable the model to 

gain fine and coarse spatial features. This multi-scale 

element-removal step enhances the capacity to identify 

the areas of manipulation, lighting anomaly and texture 

inconsistencies that occur in the fake photos. Transfer 

learning models based on inception have demonstrated 

improved classification on complicated forensic data. 

MobileNet is a lightweight and computationally efficient 

design and is capable of running in mobile and edge 

devices. It has depthwise separable convolutions that 

make this model very compact in terms of model size and 

inference time, with decent detection performance. This 

renders the MobileNet-based fake image detector 

systems as the most suitable in real-time applications as 

a social media moderation system and mobile 

authentication [30]. 

F. Use of EfficientNet and DenseNet 

EfficientNet uses compound scaling to evenly scale the 

network depth, width, and resolution in order to obtain 

high accuracy with fewer parameters. DenseNet ties all 

the layers to all the other layers, enhancing the flow of 

features and improving the flow of gradients. A 

combination of these architectures offers stable learning, 

less overfitting, and better detection performance, and it 

is therefore an effective use of these architectures in fake 

image detection models based on transfer learning [31]. 

I. BENCHMARK DATASETS FOR FAKE 

IMAGE DETECTION 

The design and testing of deep learning-based fake image 

detectors requires the access to various and quality data. 

Benchmark datasets offer normalized sources of both 

genuine and manipulated images, which allows 

researchers to train, test, and compare detection models 

across. Such datasets are required to determine the 

strength of detection systems on various types of images, 

manipulation modes, and resolutions. They also assist in 

knowing the way models can be generalized to new or 

unknown fake image generation mechanisms [32]. 

 

 

TABLE 2 BENCHMARK DATASETS 

Dataset Name Description Size 

CelebA-HQ High-quality real 

human face images 

30,000 

FFHQ Flickr-Faces-HQ 

dataset 
70,000 

FaceForensics++ Real and manipulated 

face images/videos 

1M+ 

DeepFake 

Detection 

Challenge 

(DFDC) 

Real and deepfake 

images/videos 
470,000+ 

GANFake 

Dataset 

GAN-generated fake 

face images 
200,000 

 

CelebA-HQ database consists of high-resolution images 

of humans faces that can be used in image synthesis and 

detection, which forms the basis on which subtle facials 

can be assessed. The FFHQ data presents a wide range of 

faces in Flickr, having differences in age, ethnicity, and 

pose, and also improves the generalization of the model 

under demographic variation [33]. One of the most 

commonly used datasets is FaceForensics++ that 

contains more than one million genuine and manipulated 

photos and videos, so it is very beneficial to train deep 

learning models. DeepFake Detection Challenge 

(DFDC) dataset concerns real-life deepfake videos 

gathered in various sources to allow researchers to 

compare models with other modern techniques of 

deepfake generation. Finally, GANFake consists of 

images created with the help of GAN models 

specifically, and it aids the models in learning and 

understanding artificial patterns peculiar to generative 

networks [34]. 

As a whole, these datasets represent a wide range of fake 

image situations, such as varying resolutions, generation 

methods and real-world variability. They are an 

important resource in designing, evaluating and 

comparing transfer learning-based fake images detectors, 

both in terms of accuracy and generalization. Using these 

benchmark datasets, scientists are able to create effective 

detection frameworks that have the ability to detect a 

variety of synthetic content with reduced false positives 

and enhanced reliability in practice [35]. 
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II. TRANSFER LEARNING MODELS 

Transfer learning takes advantage of the already trained 

convolutional neural net (CNN) to enhance the 

performance of detecting fake images especially where 

there is limited labeled data. It has used different CNN 

models, and the models themselves have their strong and 

weak points. Table provides a summary of the properties 

of popular pre-trained networks, including depth of the 

architecture, benefits, and shortcomings [36]. 

TABLE 3 COMPARISON OF PRE-TRAINED CNN 

MODELS 

Model Architecture 

Depth 

Advantages Limitations 

VGG16 16 layers Simple and 

stable 

High memory 

usage 

ResNet50 50 layers Solves 

vanishing 
gradient 

problem 

Computationally 

heavy 

InceptionV3 48 layers Efficient 
multi-scale 

feature 

extraction 

Complex 

architecture 

MobileNetV2 53 layers Lightweight 

and fast 

Slightly lower 

accuracy 

EfficientNet-

B4 

Compound 

scaling 

High accuracy 

and efficiency 

Needs fine-tuning 

 

VGG16 is also an easier and more stable framework, 

which can be used in the extraction of features in fake 

image detection, but this model demands extensive 

memory and computational power. ResNet50 solves the 

disappearance of the gradient issue by applying residual 

connections and thus, allows extremely deep networks 

with high accuracy at the expense of higher 

computational complexity. InceptionV3 represents 

multi-scale spatial information well, enhancing the 

detection capabilities of subtle artifacts, however, its 

architecture is complicated to execute. MobileNetV2 is 

also small and can be deployed in real-time applications, 

which is why it is applicable to mobile devices, but the 

accuracy is reduced a bit [37]. EfficientNet-B4 balances 

both network depth and width and resolution by scaling 

the compound, and it is as efficient and accurate as 

possible, but it must be fine-tuned to work optimally. 

Such comparative analysis shows that the choice of an 

appropriate CNN model is determined by the trade-off 

between accuracy, computational cost and deployment 

requirements. Models such as EfficientNet-B4 and 

ResNet50 are more appropriated when one wants to 

detect with high accuracy whereas MobileNetV2 is more 

pertinent in resource constrained settings [38]. 

III. CHALLENGES AND LIMITATIONS 

Regardless of the greater progress made in the field of 

deep learning-based fake image detection, there are a 

number of key problems that continue to exist. The first 

problem is the active development of generative models, 

in particular, GANs and diffusion networks. Recent 

architecture, including StyleGAN3 and latent diffusion 

models, is capable of generating ultra-realistic images 

with extremely fine textures, facial expressions and 

lighting. Older datasets used to train models tend to miss 

these advanced fakes and as such, constant training and 

retraining of models is required to ensure that the model 

remains reliable [39]. 

The other problem is the bias and issues of generalization 

of data sets. Numerous benchmark datasets are large, but 

in terms of diversity, they are limited in terms of 

demographics, image resolutions, lighting, and the types 

of manipulation. Models that are trained using these 

datasets can be overfitted to a set of patterns and 

therefore poorly predict previously unseen data in a real-

world context. This restricts the feasibility of existing 

methods and highlights the importance of more 

representative data. Deep learning models are also 

relatively expensive to compute. Big CNN models, 

hybrid models or ensemble models demand vast memory 

and processing power to train and to infer. This limits 

scalability, real time deployment and running on edge 

devices like smart phones or surveillance cameras [40]. 

There is another concern among adversarial attacks. 

Even with the slightest perturbation of images, detection 

models may be fooled into misclassifying the image. 

These vulnerabilities allow security risks especially in 

social media moderation or legal forensic investigations. 

Lastly, there are no studies of actual deployment. The 

majority of the studies have been done on controlled 

datasets under perfect conditions and few studies have 

been done concerning performance in dynamic, 

uncontrolled environments. Images of mixed quality, 

alternate camera origins and invisible manipulation 

methods raise serious practical issues that have to be 

resolved before their widespread use [41]. 
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5. Results 

Future Research Directions: In order to address these 

limitations, a number of research directions are coming 

up. Multi-modal detection frameworks have potential, in 

that they combine visual with other modalities, e.g., 

audio, video or metadata. This is able to display 

inconsistencies that might be missed in image only 

methods, which make it more robust in real life situations 

[42]. 

The hybrid CNN-Transformer models, who integrate the 

local feature extraction power of CNNs and the global 

context availability of Transformers, were created. These 

architectures are better at detecting fine, high-resolution 

artifacts, especially in complex images when 

manipulation can be large. It is important to develop 

lightweight mobile and edge models. Model pruning, 

quantization and efficient architecture such as MobileNet 

or EfficientNet are some of the techniques that can be 

used to achieve near real-time detection with a sufficient 

level of accuracy, making it easy to apply the techniques 

at scale [43]. 

Another major area is continuous learning strategies, 

which enable models to be updated on new generating 

methods in a gradual way without losing the previously 

learned patterns. This method will make sure that the 

detection systems keep up with the synthesis of images 

generated by artificial means [44]. Finally, there is the 

need to have Explainable AI (XAI) when it comes to 

forensic transparency. The benefits of XAI methods 

include identifying areas of manipulation and having an 

interpretable decision explanation, which can justify 

human checking, legal responsibility, and trust of the 

system among the population regarding automated 

systems. Combining these issues and these research 

directions will ensure that fake image detection systems 

become more resilient, flexible, and able to work in the 

real world [45]. 

6. Discussion 

The blistering development of deep learning has altered 

the situation in the sphere of digital media, allowing 

generating extremely realistic fake images and deepfakes 

with the help of GANs, autoencoders, and diffusion 

models. These attacks have a serious risk on privacy, 

security, and information integrity, as well as, there is an 

urgent necessity of powerful detecting systems. Transfer 

learning has become an effective methodology in this 

field, where the use of discriminative features can be 

obtained efficiently using a pre-trained convolutional 

neural network even when using small labeled datasets. 

The tuning of models, including ResNet, EfficientNet, 

DenseNet, and MobileNet, has enabled researchers to 

obtain high-performance detection on benchmark 

datasets at low computational cost and training time. 

Comparative studies have shown that the choice of a 

model should find a compromise between accuracy, 

scalability and deployment limits, and that hybrid and 

ensemble models can also add extra robustness. 

Although these advances exist, there are still issues such 

as the fast development of generative models, dataset 

bias, high computational costs, adversarial attacks, and 

the lack of studies on the real implementation. The 

directions to follow in the future are in multi-modal 

detection frameworks, CNNTransformer, lightweight 

CNN-based architectures designed to support mobile 

devices, continuity-based learning strategies, and 

explainable AI to build transparency and trust. In general, 

the concept of fake image detection with the help of deep 

learning and transfer learning is an important aspect of 

the digital forensics field that provides effective 

mechanisms to prevent the synthetic media, yet the 

necessity to continue research and ensure flexibility in 

the response to more specific image creation methods 

remains. 
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